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Internet Evolution
❏ BGP: the routing protocol used to 

exchange Internet routes and 
reachability information between 
autonomous systems

❏ BGP is an old protocol used to sustain 
the current need of stability, reliability, 
and complex policies.

❏ Operators explore all available options 
to improve the “user experience”.

❏ Network operators have increasingly 
relied on the communities attribute to 
instrument BGP.
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What we have so far?
❏ Current practical applications of BGP communities:

❏ Help identify outages (Giotsas, et al, 2017)
❏ Determine the AS behaviour (remove or not communities) (Krenc, et al, 2021)
❏ Correct values for blackhole communities (Giotsas, et al, 2017)
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Algorithm
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❏ More constraining 
ASes lead to higher 
precision at the cost 
of recall.
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❏ Additional collectors 
would support more 
inferences.
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Conclusion
❏ In recent years, the use of BGP communities has increased significantly.
❏ Our work is the first we are aware of to use routing announcements to 

infer the semantics of BGP communities.
❏ Our algorithm automatically infers location communities and achieves 

high precision (93%) and recall (81%).
❏ Our manually-built ground truth DB, as well as the code to generate the 

location DB are publicly available.
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